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1. Summarize 
The effective test period of this report is from April 14, 2022 to April 19, 2022. 

During this period, the security and standardization of IOST Cross-Chain Bridge 

smart contracts will be audited and used as the statistical basis for the report. 

The scope of this smart contract security audit does not include external contract 

calls, new attack methods that may appear in the future, and code after contract 

upgrades or tampering. (With the development of the project, the smart contract may 

add a new pool , New functional modules, new external contract calls, etc.), does not 

include front-end security and server security. 

In this audit report, engineers conducted a comprehensive analysis of the common 

vulnerabilities of smart contracts (Chapter 6). The smart contract code of the IOST 

Cross-Chain Bridge is comprehensively assessed as PASS. 

Since the testing is under non-production environment, all codes are the latest 

version. In addition, the testing process is communicated with the relevant engineer, 

and testing operations are carried out under the controllable operational risk to avoid 

production during the testing process, such as: Operational risk, code security risk. 

 

KNOWNSEC Attest information: 

classification information 

report number ab9b601876ec44aaaa34eebb12c35b66 

report query link 
https://attest.im/attestation/searchResult?qurey=ab9b60

1876ec44aaaa34eebb12c35b66 
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2. Item information 

 Item description 

IOST is committed to building a high-performance blockchain infrastructure to 

meet the security and scalability needs of the decentralized economy, and is committed 

to becoming the underlying architecture for future online services. The IOST mainnet 

will use its PoB (Proof of Believability) consensus mechanism to bring the world's first 

decentralized scaling platform that can simultaneously support thousands of nodes and 

thousands of TPS. 

 The project's website 

https://iostswap.com/ 

 White Paper 

https://iostswap.com/ 

 Review version code 

https://etherscan.io/address/0x6a94b1522909a8eb547bcffad6f7a

2e25343199f#code 

https://cn.etherscan.com/address/0xf063Dc5160721A3c35A9A85

3a4498FFF32e9883b#code 

 Contract file and Hash/contract deployment address 

The contract 

documents 
MD5 

BoringBatchable.so

l 
99edf07704f4b05110814d282d10b3c7 

BoringERC20.sol 40f4eac576939ccea4c7a733075b2c3b 
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BoringOwnable.sol bc8a02750d024f2cf1a2127d36af5097 

IERC20.sol d1f2be2d36b537dc65d94e59a481b920 

SafeMath128.sol b3cacbfe492d936ef57448744e510abd 

SafeCast.sol 652dcf2aa5518ed266473371ddd125c0 

SafeMath.sol d650ec0096e6a6cb27b68aa9c10d491d 

SignedSafeMath.sol fd8244afd7e199001b7b75dbe33806a5 

EmptyRewarder.sol c512ff37eddac8b5b7f7118e259bdcf9 

IOSTFarmV1.sol 0090dafd49339c70137d965ebecf3c88 

IOSToken.sol 8fa901324b0dbf89e77df1daab455f88 
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3. External visibility analysis 

 BoringBatchable contracts 

BoringBatchable 

funcName  visibility state changes decorator 
payable 

reception 
instructions  

_getRevertMsg internal  False  ---  ---  --- 

batch internal  False  ---  ---  --- 

 BoringERC20 contracts 

BoringERC20 

funcName  visibility state changes decorator 
payable 

reception 
instructions  

returnDataToStri

ng 
internal  False  ---  ---  --- 

safeSymbol internal  False  ---  ---  --- 

safeName internal  False  ---  ---  --- 

safeDecimals internal  False  ---  ---  --- 

safeBalanceOf internal  False  ---  ---  --- 

safeTransfer internal  True  ---  ---  --- 

safeTransferFrom internal  True  ---  ---  --- 

 BoringOwnable contracts 

BoringOwnable 

funcName  visibility state changes decorator 
payable 

reception 
instructions  
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transferOwnershi

p 
 public  True onlyOwner  ---  --- 

_claimOwnership  public  True onlyOwner  ---  --- 

 IOSTFarmV1 contracts 

IOSTFarmV1 

funcName  visibility state changes decorator 
payable 

reception 
instructions  

poolLength public False --- --- --- 

add public True onlyOwner --- --- 

set public True onlyOwner --- --- 

setIOSTPerSecon

d 
public True onlyOwner --- --- 

setMigrator public True onlyOwner --- --- 

migrate public False --- --- --- 

pendingIOST public False --- --- --- 

massUpdatePools public False --- --- --- 

updatePool public True --- --- --- 

deposit public True --- --- --- 

withdraw public True --- --- --- 

harvest public True --- --- --- 

withdrawAndHar

vest 
public True --- --- --- 

emergencyWithdr

aw 
public True --- --- --- 
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 IOSToken contracts 

IOSToken 

funcName  visibility state changes decorator 
payable 

reception 
instructions  

transferOwnershi

p 
 public  True onlyOwner  ---  --- 

_claimOwnership  public  True onlyOwner  ---  --- 
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4. Code vulnerability analysis 

 Summary description of the audit results 

Audit results 
audit 

project 
audit content condition description 

Business 

security 

detection 

IOSTFarmV1 

contract pledge 

function 

Pass After testing, there is no security issue. 

IOSTFarmV1 

withdraw asset 

function 

Pass After testing, there is no security issue. 

IOSTFarmV1 

contract gets reward 

function 

Pass After testing, there is no security issue. 

IOSTFarmV1 

contract emergency 

withdrawal of assets 

function 

Pass After testing, there is no security issue. 

IOSToken contract 

token function 
Pass After testing, there is no security issue. 

Code 

basic 

vulnerabi

lity 

detection 

Compiler version 

security 
Pass After testing, there is no security issue. 

Redundant code Pass After testing, there is no security issue. 

Use of safe 

arithmetic library 
Pass After testing, there is no security issue. 

Not recommended 

encoding 
Pass After testing, there is no security issue. 

Reasonable use of 

require/assert 
Pass After testing, there is no security issue. 
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fallback function 

safety 
Pass After testing, there is no security issue. 

tx.origin 

authentication 
Pass After testing, there is no security issue. 

Owner permission 

control 
Pass After testing, there is no security issue. 

Gas consumption 

detection 
Pass After testing, there is no security issue. 

call injection attack Pass After testing, there is no security issue. 

Low-level function 

safety 
Pass After testing, there is no security issue. 

Vulnerability of 

additional token 

issuance 

Pass After testing, there is no security issue. 

Access control 

defect detection 
Pass After testing, there is no security issue. 

Numerical overflow 

detection 
Pass After testing, there is no security issue. 

Arithmetic accuracy 

error 
Pass After testing, there is no security issue. 

Wrong use of 

random number 

detection 

Pass After testing, there is no security issue. 

Unsafe interface use Pass After testing, there is no security issue. 

Variable coverage Pass After testing, there is no security issue. 

Uninitialized storage 

pointer 
Pass After testing, there is no security issue. 

Return value call 

verification 
Pass After testing, there is no security issue. 

Transaction order 

dependency 

detection 

Pass After testing, there is no security issue. 
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Timestamp 

dependent attack 
Pass After testing, there is no security issue. 

Denial of service 

attack detection 
Pass After testing, there is no security issue. 

Fake recharge 

vulnerability 

detection 

Pass After testing, there is no security issue. 

Reentry attack 

detection 
Pass After testing, there is no security issue. 

Replay attack 

detection 
Pass After testing, there is no security issue. 

Rearrangement 

attack detection 
Pass After testing, there is no security issue. 



 Let humanity enter the safe blockchain world. 

- 15 - 

 

5. Business security detection 

 IOSTFarmV1 contract pledge function【Pass】 

Audit analysis: The contract uses deposit to implement the pledge function. Its 

functional logic is: update the mining pool information and obtain user information by 

receiving parameters, update user assets and reward debt information, update user 

reward information, and finally the user transfers the pledged assets to this contract. 

After the audit, the authority control is correct and the function design is reasonable. 

function deposit(uint256 pid, uint256 amount, address to) public {// knownsec pledge 

        PoolInfo memory pool = updatePool(pid); 

        UserInfo storage user = userInfo[pid][to]; 

 

        // Effects 

        user.amount = user.amount.add(amount); 

        user.rewardDebt = user.rewardDebt.add((amount.mul(pool.accIOSTPerShare) / 

ACC_IOST_PRECISION).toInt256()); 

 

        // Interactions 

        IRewarder _rewarder = rewarder[pid]; 

        if (address(_rewarder) != address(0)) { 

            _rewarder.onIOSTReward(pid, to, to, 0, user.amount); 

        } 

 

        lpToken[pid].safeTransferFrom(msg.sender, address(this), amount); 

 

        emit Deposit(msg.sender, pid, amount, to); 

    } 

 

 

Security advice: None. 



 Let humanity enter the safe blockchain world. 

- 16 - 

 

 IOSTFarmV1 withdraw asset function【Pass】 

Audit analysis: The contract uses withdraw to realize the function of withdrawing 

assets. Its functional logic is: update the mining pool information and obtain user 

information by receiving parameters, update user asset and reward debt information, 

update user reward information, and finally the contract transfers money to the drawer. 

After the audit, the authority control is correct, and the function design is reasonable. 

function withdraw(uint256 pid, uint256 amount, address to) public { 

        PoolInfo memory pool = updatePool(pid); 

        UserInfo storage user = userInfo[pid][msg.sender]; 

 

        // Effects 

        user.rewardDebt = user.rewardDebt.sub((amount.mul(pool.accIOSTPerShare) / 

ACC_IOST_PRECISION).toInt256()); 

        user.amount = user.amount.sub(amount); 

 

        // Interactions 

        IRewarder _rewarder = rewarder[pid]; 

        if (address(_rewarder) != address(0)) { 

            _rewarder.onIOSTReward(pid, msg.sender, to, 0, user.amount); 

        } 

 

        lpToken[pid].safeTransfer(to, amount); 

 

        emit Withdraw(msg.sender, pid, amount, to); 

    } 

Security advice: None. 
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 IOSTFarmV1 contract gets reward function【Pass】 

Audit analysis: The contract uses harvest to achieve the function of obtaining 

rewards. Its function logic is: update the mining pool information and obtain user 

information by receiving parameters, calculate the user's reward and the remaining 

reward asset information of the mining pool, update the user's reward debt information, 

and if the user has a reward, then The contract sends rewards to the user, and finally 

updates the user reward information. After the audit, the authority control is correct, 

and the function design is reasonable. 

   

    function harvest(uint256 pid, address to) public { 

        PoolInfo memory pool = updatePool(pid); 

        UserInfo storage user = userInfo[pid][msg.sender]; 

        int256 accumulatedIOST = int256(user.amount.mul(pool.accIOSTPerShare) / 

ACC_IOST_PRECISION); 

        uint256 _pendingIOST = accumulatedIOST.sub(user.rewardDebt).toUint256(); 

 

        // Effects 

        user.rewardDebt = accumulatedIOST; 

 

        // Interactions 

        if (_pendingIOST != 0) { 

            IOST.safeTransfer(to, _pendingIOST); 

        } 

 

        IRewarder _rewarder = rewarder[pid]; 

        if (address(_rewarder) != address(0)) { 

            _rewarder.onIOSTReward( pid, msg.sender, to, _pendingIOST, user.amount); 

        } 
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        emit Harvest(msg.sender, pid, _pendingIOST); 

    } 

Security advice: None. 

 IOSTFarmV1 contract emergency withdrawal of assets 

function【Pass】 

Audit analysis: The contract uses emergencyWithdraw to realize the function of 

emergency withdrawal of assets, obtain user information by receiving parameters, 

record user pledge asset information, clear user reward and reward debt information, 

update user reward information, and finally the contract sends pledged assets to users. 

After the audit, the authority control is correct, and the function design is reasonable. 

 

    function emergencyWithdraw(uint256 pid, address to) public { 

        UserInfo storage user = userInfo[pid][msg.sender]; 

        uint256 amount = user.amount; 

        user.amount = 0; 

        user.rewardDebt = 0; 

 

        IRewarder _rewarder = rewarder[pid]; 

        if (address(_rewarder) != address(0)) { 

            _rewarder.onIOSTReward(pid, msg.sender, to, 0, 0); 

        } 

 

        // Note: transfer can fail or succeed if `amount` is zero. 

        lpToken[pid].safeTransfer(to, amount); 

        emit EmergencyWithdraw(msg.sender, pid, amount, to); 

    } 

Security advice: None. 
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 IOSToken contract token function【Pass】 

Audit analysis: The token function is implemented in the IOSToken.sol contract, 

which inherits the RegularToken contract and conforms to the ERC20 standard. At the 

same time, the constructor is used to initialize coins, and there is no risk of additional 

token issuance. 

 

 contract IOSToken is RegularToken { 

 

    uint constant public totalSupply = 90*10**27; 

    uint8 constant public decimals = 18; 

    string constant public name = "Wrapped IOST"; 

    string constant public symbol = "IOST"; 

 

    function IOSToken() public { 

        balances[msg.sender] = totalSupply; 

        Transfer(address(0), msg.sender, totalSupply); 

    } 

} 

Security advice: None. 
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6. Code basic vulnerability detection 

 Compiler version security【Pass】 

Check to see if a secure compiler version is used in the contract code 

implementation. 

Detection results: After detection, the smart contract code has developed a 

compiler version of 0.8.0 , there is no security issue. 

Security advice: None. 

 Redundant code【Pass】 

Check that the contract code implementation contains redundant code. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Use of safe arithmetic library【Pass】 

Check to see if the SafeMath security abacus library is used in the contract code 

implementation. 

Detection results: The SafeMath security abacus library has been detected in the 

smart contract code and there is no such security issue. 

Security advice: None. 
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 Not recommended encoding【Pass】 

Check the contract code implementation for officially uns recommended or 

deprecated coding methods. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Reasonable use of require/assert【Pass】 

Check the reasonableness of the use of require and assert statements in contract 

code implementations. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Fallback function safety【Pass】 

Check that the fallback function is used correctly in the contract code 

implementation. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 
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 tx.origin authentication【Pass】 

tx.origin is a global variable of Solidity that traverses the entire call stack and 

returns the address of the account that originally sent the call (or transaction). Using 

this variable for authentication in smart contracts makes contracts vulnerable to 

phishing-like attacks.z 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Owner permission control【Pass】 

Check that theowner in the contract code implementation has excessive 

permissions. For example, modify other account balances at will, and so on. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Gas consumption detection【Pass】 

Check that the consumption of gas exceeds the maximum block limit. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 
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 call injection attack【Pass】 

When a call function is called, strict permission control should be exercised, or the 

function called by call calls should be written directly to call calls. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Low-level function safety【Pass】 

Check the contract code implementation for security vulnerabilities in the use of 

call/delegatecall 

The execution context of the call function is in the contract being called, while the 

execution context of the delegatecall function is in the contract in which the function is 

currently called. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Vulnerability of additional token issuance【Pass】 

Check to see if there are functions in the token contract that might increase the 

total token volume after the token total is initialized. 

Detection results: The security issue is not present in the smart contract code after 

detection. 
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Security advice: None. 

 Access control defect detection【Pass】 

Different functions in the contract should set reasonable permissions, check 

whether the functions in the contract correctly use pubic, private and other keywords 

for visibility modification, check whether the contract is properly defined and use 

modifier access restrictions on key functions, to avoid problems caused by overstepping 

the authority. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Numerical overflow detection【Pass】 

The arithmetic problem in smart contracts is the integer overflow and integer 

overflow, with Solidity able to handle up to 256 digits (2^256-1), and a maximum 

number increase of 1 will overflow to get 0. Similarly, when the number is an unsigned 

type, 0 minus 1 overflows to get the maximum numeric value. 

Integer overflows and underflows are not a new type of vulnerability, but they are 

particularly dangerous in smart contracts. Overflow conditions can lead to incorrect 

results, especially if the likelihood is not anticipated, which can affect the reliability 

and safety of the program. 

Detection results: The security issue is not present in the smart contract code after 



 Let humanity enter the safe blockchain world. 

- 25 - 

 

detection. 

Security advice: None. 

 Arithmetic accuracy error【Pass】 

Solidity has a data structure design similar to that of a normal programming 

language, such as variables, constants, arrays, functions, structures, and so on, and there 

is a big difference between Solidity and a normal programming language - Solidity does 

not have floating-point patterns, and all of Solidity's numerical operations result in 

integers, without the occurrence of decimals, and without allowing the definition of 

decimal type data. Numerical operations in contracts are essential, and numerical 

operations are designed to cause relative errors, such as sibling operations: 5/2 x 10 x 

20, and 5 x 10/2 x 25, resulting in errors, which can be greater and more obvious when 

the data is larger. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Incorrect use of random numbers【Pass】 

Random numbers may be required in smart contracts, and while the functions and 

variables provided by Solidity can access significantly unpredictable values, such as 

block.number and block.timestamp, they are usually either more public than they seem, 

or are influenced by miners, i.e. these random numbers are somewhat predictable, so 
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malicious users can often copy it and rely on its unpredictability to attack the feature. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Unsafe interface usage【Pass】 

Check the contract code implementation for unsafe external interfaces, which can 

be controlled, which can cause the execution environment to be switched and control 

contract execution arbitrary code. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Variable coverage【Pass】 

Check the contract code implementation for security issues caused by variable 

overrides. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Uninitialized storage pointer【Pass】 

A special data structure is allowed in solidity as a strut structure, while local 
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variables within the function are stored by default using stage or memory. 

The existence of store (memory) and memory (memory) is two different concepts, 

solidity allows pointers to point to an uninitialized reference, while uninitialized local 

stage causes variables to point to other stored variables, resulting in variable overrides, 

and even more serious consequences, and should avoid initializing the task variable in 

the function during development. 

Detection results: After detection, the smart contract code does not have the 

problem. 

Security advice: None. 

 Return value call verification【Pass】 

This issue occurs mostly in smart contracts related to currency transfers, so it is 

also known as silent failed sending or unchecked sending. 

In Solidity, there are transfer methods such as transfer(), send(), call.value(), which 

can be used to send tokens to an address, the difference being: transfer send failure will 

be throw, and state rollback; Call.value returns false when it fails to send, and passing 

all available gas calls (which can be restricted by incoming gas_value parameters) does 

not effectively prevent reentration attacks. 

If the return values of the send and call.value transfer functions above are not 

checked in the code, the contract continues to execute the subsequent code, possibly 

with unexpected results due to token delivery failures. 

Detection results: The security issue is not present in the smart contract code after 



 Let humanity enter the safe blockchain world. 

- 28 - 

 

detection. 

Security advice: None. 

 Transaction order dependency【Pass】 

Because miners always get gas fees through code that represents an externally 

owned address (EOA), users can specify higher fees to trade faster. Since blockchain is 

public, everyone can see the contents of other people's pending transactions. This means 

that if a user submits a valuable solution, a malicious user can steal the solution and 

copy its transactions at a higher cost to preempt the original solution. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Timestamp dependency attack【Pass】 

Block timestamps typically use miners' local time, which can fluctuate over a 

range of about 900 seconds, and when other nodes accept a new chunk, they only need 

to verify that the timestamp is later than the previous chunk and has a local time error 

of less than 900 seconds. A miner can profit from setting the timestamp of a block to 

meet as much of his condition as possible. 

Check the contract code implementation for key timestamp-dependent features. 

Detection results: The security issue is not present in the smart contract code after 

detection. 
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Security advice: None. 

 Denial of service attack【Pass】 

Smart contracts that are subject to this type of attack may never return to normal 

operation. There can be many reasons for smart contract denial of service, including 

malicious behavior as a transaction receiver, the exhaustion of gas caused by the 

artificial addition of the gas required for computing functionality, the misuse of access 

control to access the private component of smart contracts, the exploitation of confusion 

and negligence, and so on. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Fake recharge vulnerability【Pass】 

The transfer function of the token contract checks the balance of the transfer 

initiator (msg.sender) in the if way, when the balances < value enters the else logic part 

and return false, and ultimately does not throw an exception, we think that only if/else 

is a gentle way of judging in a sensitive function scenario such as transfer is a less 

rigorous way of coding. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 
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 Reentry attack detection【Pass】 

The call.value() function in Solidity consumes all the gas it receives when it is 

used to send tokens, and there is a risk of re-entry attacks when the call to the call tokens 

occurs before the balance of the sender's account is actually reduced. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Replay attack detection【Pass】 

If the requirements of delegate management are involved in the contract, attention 

should be paid to the non-reusability of validation to avoid replay attacks 

In the asset management system, there are often cases of entrustment management, 

the principal will be the assets to the trustee management, the principal to pay a certain 

fee to the trustee. This business scenario is also common in smart contracts. 

Detection results: The security issue is not present in the smart contract code after 

detection. 

Security advice: None. 

 Rearrangement attack detection【Pass】 

A reflow attack is an attempt by a miner or other party to "compete" with a smart 

contract participant by inserting their information into a list or mapping, giving an 

attacker the opportunity to store their information in a contract.     
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Detection results: After detection, there are no related vulnerabilities in the smart 

contract code.     

Security advice: None. 
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7. Appendix A: Security Assessment of Contract Fund 
Management 

Contract fund management 
The type of asset in 

the contract 
The function is involved Security risks 

User mortgage token 

assets 

transfer、transferFrom、withdraw、

deposit、harvest、emergencyWithdraw 
SAFE 

 

Check the security of the management of digital currency assets transferred by 

users in the business logic of the contract. Observe whether there are security risks that 

may cause the loss of customer funds, such as incorrect recording, incorrect transfer, 

and backdoor withdrawal of the digital currency assets transferred into the contract. 
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